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Introduction 

Recently, significantly increased the role of government by the regional law 

enforcement, this is due not only to the processes of decentralization of power in 

Ukraine and reorganization of the main components of these forces and above all, to 

create a new power structure – it is police in the state, but also raise the prestige of 

government forces referred to as general manager in the region of the state. 

In such circumstances, the methodological problems of cybernetic modeling and 

logical-mathematical description of the process of statehood by the regional 

administration law enforcement acquire certain relevance, the solution of which 

depends on the quality of management processes mentioned forces. 

One time with cybernetics had conceived the idea of modeling capabilities of 

processes and management of one of nature using similar systems and processes of 

different nature. With such knowledge of government officials need to know the 

capabilities of regional management and enforcement powers to influence its 

improvement through a reorganization of the direct creation of modern control 

centers, communication systems deployment and automation of information 

processing. They should know the basics of modeling distribution mechanisms of 

regional power for enforcement objectives and their application in practice. Creative 

ways to influence the integration of intelligence information in the interests of the 

regional powers of government enforcement.  

Only under such conditions the authority and control of the end result, as public 

managers, regional law enforcement forces can facilitate the effective exercise of the 

said powers by the state tasks in any conditions. 



1. The role of government on enhancing regional law enforcement forces 

At present the regional law enforcement forces may include agencies and 

departments: Police, National Guard of Ukraine, Security Service of Ukraine, 

Ministry of Emergency Situations. At these forces may impose the following tasks:  

– ensuring public safety and protecting the state border; 

– the protection of life and health, rights, freedoms and legal interests of 

citizens, society and state from criminal and other illegal encroachments; 

– the protection of public order and public safety; 

– combating terrorism, of illegal paramilitary or armed groups (groups), terrorist 

organizations, organized groups and criminal organizations; 

– the protection and defense of important public facilities, transport and 

recreation. 

These tasks has be performed both in peacetime and in times of crisis, as in the 

border and central regions of the state. 

Based of the above problems, according to the author, significantly changing the 

role of government improve the management of regional law enforcement forces. The 

essence of this role had related with problems of substantiation of cybernetic 

modeling methodology and logical-mathematical description of the processes 

mentioned statist control forces. 

Questions cybernetic modeling in public administration took care of such 

scholars as: C Byr. . [1], V Bakumenko . [2], Y. Kite [3] and others. Description of 

statist control processes have dedicated their works by such scholars as N. Nyzhnyk 

and W. Oluyka [4], G. Wright [5], B Gournay [6], S. Mykolaychuk [7] and others. 

However, methodological problems cybernetic modeling and logical-

mathematical description of the process of statehood by the regional administration 

law enforcement, the famous author of not investigated. 

2. Methodological issues cybernetic modeling processes statist management 

of regional law enforcement forces 

The basic idea is the idea of cybernetics similarity of structure and functions 

management systems of different nature including regional system of law 



enforcement forces. Cybernetics as the science of the general laws of governance 

exists because systems are very different nature along with isomorphic structures 

causation, control algorithms, matrix transformations and others. Because of his time 

with cybernetics conceived the idea of modeling capabilities of processes and 

management of one of nature using similar systems and processes of different nature. 

The study mentioned above found that modeling method was so significant that 

originated the idea that the subject of cybernetics is not management, and simulation. 

Given this, it should give a definition of the term cybernetics and simulation. 

Cybernetics is the science of systems and management techniques, organization and 

implementation of targeted actions in machines, living organisms and society [8, 243 

c]. 

Simulation is the identifying properties of any object or process by constructing 

their models and studies [9, p. 7]. As we know from practice, modeling can be: 

simulation, mathematical, physical. Simulation – this is a simulation in which certain 

properties model properties similar adequate prototype. 

Typically, the simulation used Monte Carlo. Mathematical modeling is done by 

constructing mathematical models. Physical modeling has performed by means of the 

physical nature of the image. Here in the future we will mean image how reference 

for modeling. 

Based on the above, we should agree that modeling is not an object, and the 

method of cybernetics, which studies the laws are not modeling, and uses them for 

analysis and synthesis of control systems. This fully applies to the statist management 

of regional law enforcement forces of Ukraine.  

It should be noted that modeling has a long history and genetically associated 

connections in all subject-practical human activity. However, only in connection with 

the development of cybernetics modeling has become from analysis in valid method 

of scientific knowledge. Recently, as a result of the simulation made possible the 

study of complex dynamical systems, which include the management of regional and 

state law enforcement forces in Ukraine.  

In this regard, there was the concept of "cybernetic modeling", which served as 



the literature [10, p. 138]: firstly, in a broad sense, when they want to distinguish the 

present stage of the simulation of the past, so-called "cyber to"; secondly, in the 

narrow sense when seeking to distinguish simulation modeling of management of any 

other systems. 

Exploring issues cybernetic modeling processes statist management of regional 

law enforcement forces in Ukraine, it should be noted that construction management 

model this process requires not only formal thinking officials of the relevant 

government authorities in the algorithm is taught, but also creativity, imagination, 

intuition. Just outlook appears here and these officials. Such an outlook is formed by 

officials of the government in the process of preparation and training in relevant 

specialties and of corporate behavior of these individuals to certain principles [11].  

Today, in the practice of law enforcement forces frequently used method of trial 

and error that leads to errors and excessive costs considerable capabilities. Scientific 

methods of learning based on the hypothesis of knowledge of the world and subject 

to available funds under the existing causes and consequences that are repeated 

within a specific study. The mass method, based on the results of (a model of 

activity), can predict scientific innovation, as a result of any research including 

cybernetic modeling processes statist management of regional law enforcement 

forces. 

Developed for this model must "cover" all processes of statehood by the 

regional administration law enforcement. In the framework of the study should 

consider: 

1. The researcher cannot predict everything, so you need to make assumptions. 

In the simulation process management statehood by the regional law enforcement as 

the main assumption we can assume that government forces and personnel trained to 

perform certain tasks. 

2. In formulating hypotheses about the most important properties of the object 

modeling simulation should take into account the purpose and for what purpose it is 

performed. In the simulation process management statehood by the regional law 

enforcement as the main hypotheses can be assumed that these forces perform tasks 



in the area of state under conditions of peace. It is important to determine that the 

developed model is useful. The degree of utility models limited concept of "ideal 

model", this is a model that accurately and instantly works and gives results. 

Only after the formulation of estimates and hypotheses can be considered issues 

related to cybernetic modeling processes statist management of regional law 

enforcement forces.  

During the development model has several philosophical laws modeling. 

1. Modeling is the focuser process: determined purpose simulation, selected for 

analog simulation; formed answer "Why use models ?". 

2. Information for building models are in all forms of the real world that are the 

result of a philosophical statement of comprehensive mutual relationship of objects 

and phenomena. 

3. Background to develop models always incomplete, that there are infinite 

numbers and quality parameters object modulated. 

4. Modeling it is not a one-time process, cyclical process: design – application – 

improving the model. 

Modeling of statehood by the regional administration law enforcement is real 

transformation process and events related to the implementation of tasks specified 

forces in different environments conditions.  

Model as a tool, as a result of research created when installed: a) the opportunity 

to get some real values of the object that is modulated; b) enter the value for the 

model; c) calculate and values of parameters are searched, and use them to control the 

object. 

In the simulation process management statehood regional law enforcement 

forces may occur as a contradiction: 

1. Between the demands of high reliability and efficiency requirements 

(timeliness) results. The increase reliability is achieved by a number of factors and 

parameters that are included in the model. At the same time should take into account 

the complexity of the model, which requires considerable time training and data entry 

and time of payment. Under these conditions, loss of efficiency and simulation results 



issued by management after the deadline, so the model becomes useless. Due to the 

above, we can agree with M. Moses [12] and W. Eshby [13] that the model should be 

uncomplicated but rather reflect a process is studied. 

2. Between the necessary level of detail (accuracy) reflect the processes in 

models and initial data uncertainties about the processes and capabilities in real 

object. 

3. Between the continuous development of facilities management and fixed 

structure of the object model. 

4. Between the individual results of the unique process that examines and 

requirements for forming a model of generalized recommendations governing body 

for making practical decisions. 

5. For models that describe major events (the structure or operation), between 

the demands of the adequacy model real process (a complex process) and lack of 

practical data as the sole criterion of truth. This contradiction casts doubt on the 

adequacy of the model. 

Modeling of statehood by the regional administration law enforcement needs to 

address a number of methodological issues related to research methods for 

determining the degree of isomorphism (similarity in shape) and object models, 

methods of transferring information from the model to the object, and others. 

Determination of isomorphism (similarity in shape) object model and must start 

from the analysis capacity of the system management of regional law enforcement 

forces. If such a system meets the management of regional law enforcement forces, 

then you should go to modeling the distribution of available forces for tasks whose 

meaning given above, and the mechanism of transfer of information from the model 

to the object by means of integration of intelligence information in the interests of 

these forces. 

An important problem today is cybernetic modeling and logical-mathematical 

description of the process of statehood by the regional administration law 

enforcement in case the task of covering the state border of Ukraine. So cybernetic 

modeling and logical-mathematical description of processes statist management of 



regional law enforcement forces should begin with the analysis capabilities of the 

aforesaid powers. 

3. Opportunities management by the regional law enforcement 

Below reasonable possibility of control systems by the regional law 

enforcement. Posted issues to improve the system of management and ways of their 

elimination. 

As presented in the work [14], it is appropriate for the management of regional 

law enforcement forces to create a single regional authorities. Such a body for the 

management of subordinates creates and deploys management system, which has 

represent as a process of circulation of information between the object and the subject 

of the process (figure 1), and in the event of certain failure in the planned process - 

such a system is seen as a set of structure certain components. 

Subsequently will regard management system as a structure with a set of 

specific components. 

 
 

 

 

 

 

 

 

 

 

 

 

Today, one of the problems the use of force policing is sustainable, rapid, 

continuous and latent power management components specified as in places of 

permanent deployment and beyond. Such management can provide a stable and 
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Fig. 1. The essence of the processes in the system of law enforcement forces 
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efficient management system, the possibility of which is a constant subject of 

attention of state and military control in the preparation and execution of tasks 

stipulated by the Law of Ukraine [15]. 

Control system of law enforcement forces it is a complex of organizational and 

technical system which includes controls, control points, elements of communication 

subsystems and systems automation means of information processing. These 

components are interrelated and interdependent systems, which typically operate in a 

difficult environment. Features of each of the components integral defining features 

of the system survived. 

According to [8, 16, 17], and according to the author, we can assume that the 

possibility of management powers of law enforcement - is its ability to ensure 

sustainable management of designated authorities and forces in any conditions of the 

situation in the preparation and execution of tasks. Sustainable management is the 

key to continuous, rapid and covert control. Such management requires the relevant 

authorities to create the necessary management system, such as: 

– establish appropriate controls as subject and object of management; 

– to design, build and deploy the necessary control points; 

– deploy units and lines that are equipped with the necessary means of 

communication and automation of information processing domestic production. 

Practical and scientific experience of the author gives a basis to argue that only 

the simultaneous improvement of all components of the system of regional law 

enforcement forces can give a positive result. 

These components of the control system should have the following features: 

1. The controls specified number .o.nN (number of officials) must be able to 

process the necessary amount of information infN  per set (directive) time dirT  with 

set quality (probability of error-free processing of information) inf.prosN . The 

objective function capacity of the administration to work in difficult conditions of the 

situation (situation when the peak times, the governing body processes information 

management by the regional law enforcement) is: 



( )inf.prosdirinf.o.n.o.n P,T,N,NM ψ=  .                             (1) 

2. Items control fixed has reserve accommodation must provide a certain 

number of government officials .o.nN  with the ability to work independently 

determined amount of time (days) 1T  in terms of physical impact on enemy control 

point (the experience of various security agencies, use of weapons capable of hitting 

objects by the level of protection 2S
2,0 Ρ ). The objective function capabilities 

stationary point secure management of regional law enforcement forces is: 

( )1.,o.n.st.m TNM ϕ= ……………………………………………… (2) 

Unprotected moving control points should provide placing a certain number of 

government officials .o.nN  with the ability to work independently determined amount 

of time (days) 1T  and navigate to the area and in the assignment of a defined speed 

sN  also be mobile with a specific time index values 2T . Mobility movable item 

management 2T  has define as the sum of the time parameters: clotting time control 

point in the vicinity of the assignment t′ , while in the new district assignment t ′′ , the 

deployment of new district , the adoption of management of management t ′′′ . In view 

of the above, the objective function capabilities unprotected movable item 

management regional law enforcement forces is:  

( )t,t,t,N,TNM s1.,o.n.mob.m ′′′′′′= ξ ………………. (3) 

3. The communication system must provide a certain amount of information 
exchange between control centers 1infN  in times of peak (at time directive drT ) with 

the required resistance [18] (the ability to resist putting her false information 2infP , 

unauthorized access to information 3infP , imposition of false information 4infP  

depending on the system service (fast with failures or on request τ≤1t ). The 
objective function communication capability of regional law enforcement forces is: 

( )
4321 infinfinf1dr.,infcs P,P,P,t,TNM θ= . …………….(4) 

4. Possibility processing automation management body of information is 

limited. As the practice of regional forces law enforcement in solving management 



problems (information processing, its transmission, reception, accounting, analysis, 

etc.) must at first automate (including the impact of automation on the characteristics 

of the information circulating in the circuit management: the work of control 100% 

control points at which controls are 100% communication system components as the 

technical basis of management by 44% means complexes automation of information 

processing by 75%. (figure 2). 
 

 

 

 

 

 

 

So, you first need to automate the processing of information management 

associated with displays (to improve the efficiency of decision-making and on the 

involvement of forces and management at all stages of preparation and execution of 

tasks), and transmission and reception of information (for improve efficiency of 

information exchange circulating in the control loop of the regional law enforcement 

forces). 

The possibilities of regional system of law enforcement forces and its 
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Fig. 2. Results of the study on the need for automating information management, 
authorities who decide regional law enforcement forces 
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components can be represent graphically model of mutual relations and dependence 

as shown in figure 3. 

 
 

 

 

 

 

 

 

 

 

 

 
This graphic model allows better present problems cybernetic modeling and 

logical-mathematical description of the process of statehood by the regional 

administration law enforcement.  

Mutual dependency management component of regional law enforcement forces 

caused by sequence determination of possibilities depending on the importance and 

scope of the problem, which will prepare and execute regional bodies and units of 

law enforcement forces. The existing management body with defined capabilities is 

placed on the expanded control point (or multiple points of management). The 

amount of information management that fulfills governing body, enters the node 

communication system.  

Depending on the degree of automation of information circulating in the control 

loop performance has determine value of time flow of information communication 

system components. 

Of the above analysis and recent developments in Ukraine, where regional law 

enforcement forces carry out certain tasks, can assess the possibility of integrated 
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Fig. 3. Composite graphic model of mutual relations management 
component of regional law enforcement forces 
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control system referred Forces and its components (table 1). 

Table 1 
Features regional system of law enforcement forces and its components 

The system and its 
components 

Features Significant weaknesses 

Management system    Limited ability to ensure 
sustainable management authorities 
and forces in the difficult conditions 
of the situation in the preparation 
and execution of tasks 

Imperfect constituent 
management system 

Governing bodies     Limited ability to handle the 
necessary amount of information in 
challenging conditions set by the 
environment (directive) with a 
quality setting (probability of error-
free processing of information) 

1. Has form by functional and 
structural basis 

2. Unreasonably bulky in size.   
3. Do not the method 
competency management 
body officials 

   Items management    Do not meet the performing 
regional law enforcement forces in 
the modern world Need to 
determine the requirements for 
security, autonomy and mobility 

The lack of centralized 
planning and establishment of 
command and control 

Communication system    Does not meet the basic principles 
of communication systems – ensure 
exchange of specified amounts of 
information within the area of 
responsibility of organizational 
structure of management between 
control points during peak (for 
policy-hour dirТ ) with the 
necessary stability, depending on 
the system service (fast or failures 
of the order) 

1. Long time no 
communications improved 
domestic production and 
organization building its own 
network.   

 2. The use of foreign funds in 
the communication system can 
lead to irreparable 
consequences and loss of 
control by the regional law 
enforcement (as a result of the 
imposition of false 
information). 

 3. No method of evaluating 
reliability сs.gР  of an open 

communication system 

   Automation means 
complex information 
processing management 
by the regional law 
enforcement 

   In fact, these features absent in 
the control system 

   This issue is not given due 
attention 



Consequently, the data in table 1 suggest that the current system of regional law 

enforcement forces are not fully can ensure sustainable management authorities and 

forces in the difficult conditions of the situation in the preparation and execution of 

tasks. Areas of improvement of the existing system of regional law enforcement 

forces can be: 

1. Formation of regional administration law enforcement forces for information-

structural method, as given in the works [19–21]. 

2. Determine the requirements for modern control centers (stationary and 

mobile) regional law enforcement forces. To prove the tactical and technical 

requirements for the construction and equipment of modern control centers 

(stationary and mobile). Getting such research work presented in [20]. 

3 Justify areas of automation control systems by the regional law enforcement. 

Getting such research work presented in [21]. 

Thus, upon completion of the formation of a stable and effective system of 

regional forces within the law enforcement solve methodological problems cybernetic 

modeling and logical-mathematical description of the processes mentioned statist 

management forces, can go to the modeling of distribution of these forces on certain 

tasks. 

4. Modeling of regional distribution of forces policing the defined objectives 

Modeling of regional distribution of forces policing the defined objectives is one 

of the constituent management relevant bodies specified by the planning and 

execution of certain tasks. 

The experience of recent events in Ukraine showed that the number of personnel 

of the regional forces of law and order, which may be involved in solving problems 

in volume including termination riots limited and unrest may occur in one city 

(district), and a few at a time or for a specific scenario, because the main task of the 

relevant authorities is rational distribution of available forces to perform these tasks. 

Thus, on 24 November 2013 in the city Kiev was the biggest rally of protesters who 

escalated into riots. To locate the area on Independence Square, the European area, 

the streets Bankova Grushevskogo and Bohomolets attracted around 10–15 thousand 



personnel of the law enforcement forces. While blocking the Presidential 

Administration of Ukraine on the street. Bankova attracted from 1,5 to 2,0 thousand 

law enforcement forces. During clashes on the street Hrushevskoho attracted about 

5,0 thousand people mentioned forces.  

A similar situation was also in the regions. For example, in Freedom Square in 

Kharkiv for localization district termination riots total number of law enforcement 

forces amounted to 6,000 persons. Calculations on the required personnel to locate 

within the area of Freedom Square are shown in table 2.  

Table 2  
Results of calculation of the personnel of the forces of law enforcement to 

locate within the area of Freedom Square 
The distribution of forces on the elements order of battle 

Localization area 
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15 8 15 87 3434 110 1800 56 36 
Total: 5561 persons 

As can be seen from the data, a significant number of personnel have involved 

in law enforcement forces only on the environment. 

Given the fact that a specific number of personnel of the forces of law 

enforcement has determine by the terms of the situation that has develop in the region 

(for example, in the Kharkiv region), which can simultaneously be riots, the number 

of rioters, time of year and day, weather conditions that during the suspension the 

riots may change, then calculated the number of personnel should be significantly 

increased. For example, in Kharkiv (with simultaneous rioting in several areas, such 

as towns Chuhuiv, Zolochiv, Eskhar, Vovchansk, Merefa, Kup'yansk), this number 

will make 6506 people. 

The value of the required parameters of regional law enforcement pepN  forces 

involved in the task to end the unrest in those areas defined by the formula 



2
L

N per
pep = .                                         (5) 

where perL  – it’s the perimeter of the square of the town, where the crowd can 

concentrate citizens; 2 – it’s distance in meters between the military forces of law and 
order. 

In addition, it should be noted that during the tasks of the personnel of the forces 

of law enforcement reduces the time to sleep, rest, there is fatigue. Great exercise, 

lack of conditions for recreation is unfavorable emotional state growth behavior of 

personnel. This can lead to inappropriate behavior of these military forces against 

citizens who are in the crowd but not active participants in the riots.  

Thus, the above tasks to perform regional law enforcement forces to protect 

public order in peacetime need careful preparation of the relevant authorities to 

appropriate distribution of available power in the region (for example, in the Kharkiv 

region, figure 4) with the use of graphic-analytical modeling. 

 
 

The features of the task forces of public order policing are: 

Fig.4. Areas of riots in the Kharkiv region (optional) 

Marking:  it’s 
where there may be a riot 

 



– these forces perform several tasks, among which is the protection of public 

order (as shown in figure 5); 

– the task of protecting public order the relevant authorities may allocate no 

more than 60 % of the personnel of authorized strength. 

Limited human resources plan complicates the task of protecting public order in 

peacetime and can not perform this task in wartime, not only within the city Kharkiv 

and in Kharkiv region. 

So if regional policing force have investigate the size of 1500 people, while the 

task of protecting public order can perform in one village (the first option) as shown 

in figure 6. In 1200 the number – two towns (the second option). This feature requires 

regional public authorities and these forces have their own additional manpower [22]. 

In their absence should be used in the proposed work [23] block stacked protective 

barriers (BSPB). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Given the use of multi-block barriers protecting the localization area riots 

number of personnel law enforcement forces can be reduced by 55% [23]. 

In addition, the calculations regarding the use of the above protecting mean 

allow the following conclusions: 

 
Regional law enforcement forces 

Tasks 

Protection of critical 
state facilities 

The tasks in the area of a 
possible military conflict 

Protection of 
diplomatic and consular 

missions of foreign 
states 

Public order and public 
safety 

Existing human resources regional law enforcement forces, 100 % 

10 % 
10 % 

20 % 

60 % 

Fig. 5. Distribution of human resources regional law enforcement 
forces for the task (optional) 



– the probability of assignment to block the onslaught of the crowd; 

– increased security personnel of law enforcement forces in the suspension of 

mass unrest; 

– reduced the number of personnel of law enforcement forces in a group 

environment; 

– reduced the number of personnel of the forces of law and order to locate the 

area of mass gathering of citizens to 55%, which makes it possible to focus the 

required composition of forces for power physic termination of mass disorders; 

– reduces the number of vehicles used for closures in the area of the riots and the 

likelihood of damage; 

– decreases the degree of damage to infrastructure in the area of their riot 

participants. 

 

 

 

 

 

 

 

 

 

 

 

 

To address cyber design and logical-mathematical description of the process of 

statehood by the regional administration law enforcement the necessary information 

about the opportunities available as strength and counterparty (enemy offenders, etc.). 

The necessary information about their own strength relevant authorities receive from 

their management experts of law enforcement forces, and on the opposite side - from 

intelligence agencies and units [24]. One of the areas receiving such information is 

The number of personnel of the forces of law and order (two options): 
1. 1500 people --------60 % ---------900 people 
2. 1200 people.---------60 % ---------720 people 

Square 200x200 m. 
    The number of crowds 
of 20,000 people. 
    The number of 
personnel entourage of 
800 people. 

The first option 

Square 100x100 m. 
    Number crowd of 5000 
people. 
    The number of 
personnel entourage of 
400 people. 

Square 50x50 m. 
    The number of people 
crowd in 1250. 
    The number of 
personnel entourage of 
200 people. 

The second 
ti  

Fig. 6. Features law enforcement forces in the region of the state of 
public order (optional) 



identified ways of integration to reduce the information circulating in the loop 

management of regional law enforcement forces. 

5. Ways to integrate intelligence information in the interests of regional 
authorities by the law enforcement 

In the study, and the study of various processes and objects tend to use the 

information. The more complex the process or object the more necessary to take into 

account information in order to achieve the highest reliability of them, and thus 

should attract a considerable number of people in the process. When the performance 

of such work resources are limited (resources human and temporal – for obtaining 

and processing information), then it is advisable to handle the entire array of 

information, and in this case, and it is in practice in most cases – should be a whole 

array highlight the most information important and only handle them in order to 

achieve acceptable value the reliability of the process under study, or the object being 

studied, in the allotted time directive. 

At present in scientific works and in practice, there are methods and ways of 

synthesis (integration) nature of information which are presented in table 3. 

Table 3 

Known methods and means of compiling information 
The name of the method Scope Essence 

Simple summarize 
(Information generalization) 

In the area of accounting and 
financial reporting formation 

Active synthesis necessary 
information in order to provide 
access to any user 

Selective synthesis of 
information 

In the design of complex 
machines and mechanisms 

Implemented as necessary to 
ascertain the reliability of the 
most critical components and 
structures for cases of accidents 
projected. Indicates a significant 
difference between the required 
level of reliability and 
realistically manageable.  

 In evaluating so-called 
"Depreciation" 

Active wear compile information 
on housing, objects of external 
accomplishment and similar 
objects (such as forestry or road 



facilities). 

    When modeling complex 
processes in manufacturing as 
well as in military affairs with 
possible accidents 

Summary of information by all 
signs such cases, the group in 
some cases and for each sign 
individually. allowing 
quantitatively and qualitatively 
characterize productive (military) 
threats and more fully reveal the 
importance of objective and 
subjective factors in the causes of 
accidents 

   Special summarize In the financial sector and the 
securities 

It turns availability of financial 
investments (investments) in 
securities of other companies, 
interest-bearing bonds issued by 
organizations, use active accounts  

Summary of information is one of the most important functions in the event of 

any research information and logical systems (without which it is impossible to make 

inductive inference about pattern recognition or detection patterns. In addition to 

compiling information on the practice widely has use integration of information at the 

stage when the information received from some emerging data.  

So, in case studies of integration of information, it is about data integration. The 

essence of the existing methods and techniques are presented in table 4. 

Table 4 

Known methods and ways of integrating information 
The name of the method  Scope Essence 

   Data integration means their 
union 

 

   In the civil and military 
administration 

   Data integration involves 
combining data coming from 
different sources and 
presented to consumers in a 
uniform 

   The hybrid approach 
(method) data integration 

   In the civil and military 
administration 

   In the case of hybrid 
integration of information 
using information from 
multiple sources and the result 
is general information with 



data that satisfy consumer 

Service approach (method) 
data integration 

In practice widely used 
service-oriented architecture 
SOA (Service Oriented 
Architeture) in the case of data 
integration 

This approach not only data 
transmitte to consumer 
information as well and are at 
the source (the owner) that 
(which) they won also remains 
unknown location data. If the 
request is an appeal to specific 
servers that are connected to 
the sources where the 
information and its specific 
address 

 

As stated in the papers [25–27] when all information refers to data which are the 

subject of conservation, transmission and transformation, and data in the information 

that is presented in a formalized form. 

This process is determining the system state and military control when there is a 

need to merge databases from two or more sources of information. The role of data 

integration increases when the volume of information and there is an urgent need for 

the unification of certain principles (integration) or for use in conjunction with each 

of the sources, or to reduce the time to study it and then use (use). 

Developed certain methods (methods) information integration in the military 

sphere, which are discussed in scientific works of national [28] and scientists [29–

32]. The essence of information integration is to bring together information about the 

enemy and their troops in combat information control systems. 

Based on the above, we can conclude that these methods and means of synthesis 

(integration) of information can not be fully used to determine basic (determining) 

performance data of the intelligence that interest governing body grouping of regional 

law enforcement forces, performing tasks in territorial defense. 

For a system exploration grouping of forces that carry out tasks under the plan 

of territorial defense policy-determined time intervals, when the governing body 

gathers and summarizes proposals to the decision of the commander (chief) to engage 

these forces to perform tasks. This time can be between 60–80 minutes. It is clear that 



in such a period of time the intelligence agency to obtain information about any 

object exploration (important government or military, who will take custody of the 

route of movement forces guarding the rear object search sabotage and 

reconnaissance enemy groups, etc.) is not an easy task. Therefore there is a scientific 

problem: justify methodological approaches to integration (clustering, association) in 

advance of known indicators of possible objects of intelligence and make minimally 

necessary for generalized indicators of these objects, in order to streamline the 

process of controls on obtaining information in a limited time. 

So one of the problems of formation and development of its own system of 

regional intelligence forces of law enforcement is to define the objects for which 

under different circumstances will be made obtain the necessary information. for 

governments themselves. Substantial and reasonable definition of objects intelligence 

will set list, content, and timing of obtaining (receiving) the necessary intelligence 

needed to prepare and perform tasks specified by the identified current legislation.  

The most difficult for regional law enforcement forces have a list of tasks in the 

preparation and conduct of territorial defense. A detailed definition of objects 

exploration will determine the amount necessary intelligence and time of receipt of 

intelligence agencies in the interests of the management of regional law enforcement 

forces.  

Justified way intended to summarize and structuring the intelligence necessary 

regional authorities and the authorities of the intelligence forces on objects in a 

specific area of execution by the task to reduce the time of acquiring, clarification and 

transfer to the relevant authorities. The developed method allows you to: 

– classify objects intelligence regional law enforcement forces in the territorial 

defense of the state; 

– identify performance information for each group of objects and integrate 

intelligence information by indicators; 

– to establish integrated performance information for the main groups of tasks 

grouping of regional law enforcement forces in the defense of the territorial state. 



Using these methods will efficiently distribute power and intelligence means 

grouping regional law enforcement forces in the zone of responsibility and 

meaningful represent a government intelligence necessary amount of intelligence to 

further optimize the intelligence process according to the nature and timing of tasks. 

The novelty of the method is an integrated approach to the analysis of existing 

methods of classifying objects exploration for other law enforcement agencies with 

specific tasks that perform regional law enforcement forces under the law, and to 

identify the information provided for each of these objects intelligence forces in 

territorial defense, and their subsequent integration. 

Integration of information provided groups of objects intelligence forces is the 

process of using logic operations (analysis, synthesis, comparison, ranking and 

abstraction) to the most important information generalization performance of the 

intelligence of tasks that perform regional law enforcement forces in territorial 

defense state. 

The essence of the method. The total list of objects intelligence regional law 

enforcement forces in defense of the territorial state is defined in the governing 

documents and objects under which intelligence should be considered: 

– criminal, extremist, terrorist, sabotage and reconnaissance, illegal militias 

(armed) forming groups and their leaders, landings aggressor; 

– headquarters, warehouses of weapons, vehicles and other material resources of 

the enemy; 

– control points, knots connection and separate radio-emitting facilities 

opponent; 

– the area of the (concentration), base camps, training and education of 

personnel of the enemy; 

– sources of material support of the enemy; 

– fire weapons, positions, areas of explosives and other obstacles, radioactive 

(chemical, biological) contamination, the crossing water obstacles, possible routes 

(ways) the movement of enemy units communications, etc; 



– aircraft (airports, landing sites their home), sea (river) vessels belonging to the 

enemy or captured him in the areas of implementation by the regional law 

enforcement tasks; 

– points (places) the maintenance of prisoners, hostages or persons who illegally 

deprived of freedom of movement; 

– routes units (units) security agencies, areas of location service and combat 

activities and places objection. 

At the list features more than twenty objects without intelligence classification 

and content of the required intelligence against them, to be won by intelligence. 

For identifying and structuring the necessary management body grouping 

regional forces law enforcement intelligence to classify objects exploration and 

define their performance information. 

Information data of the regional intelligence forces policing its a generalize 

quantitative and qualitative data (information) about the structure and dynamic 

components of the subject of intelligence circulating in the system intelligence forces 

referred to the form (language, text, email).  

For classifications of intelligence and law enforcement forces of the required 

intelligence information about these objects developed a way to integrate the 

information provided. Classification of groups of objects made using teaching 

approaches such intelligence agencies (interacting) military and law enforcement 

agencies with specific task these forces. 

Later in determining performance information for each group of objects based 

on their impact tasks in territorial defense forces. 

The above-specific tasks to perform law enforcement forces to determine the 

group of objects that are presented in table 5. 

Every group of objects intelligence has its own properties and structure 

characteristics, quantitative indicators. To determine the required management bodies 

by the regional law enforcement information for each of the objects set twenty most 

important performance information for each group of objects. 

 



Table 5 

Group objects intelligence law enforcement forces in territorial defense 

(option) 
Group objects Category Intelligence that 

interacting 
provided 

intelligence 
agencies 

Intelligence 
information is 
acquired by the 

intelligence forces 
of law and order 

   Enemy    tactical troops; sabotage and 
intelligence. group; illegal armed 
groups; violators of public order 

1 1 

The terrain in the area 
of responsibility of 
regional law 
enforcement forces 

   routes nomination parts (units) law 
enforcement agencies; 

in areas where law enforcement 
facilities 

0 1 

Items that will 
safeguard the regional 
forces of law and order 

   objects are protected and objects 
that will be taken under protection 

0 1 

Information indicators that can resist the enemy forces of regional law 

enforcement in territorial defense presented in table 6. 

Table 6 

Information indicators enemy that can resist forces of regional law 
enforcement 

Indicators and Units  Category enemy  Rank the 
importance 

of 

    indicator 

 Tactical 
landings 

Sabotage 
divorce 
group 

Illegal 
armed 
groups 

Groups 
violators of 
public order 

 

      
   The presence in the area of 
responsibility 

0 0 1 1 0,1 

   The total number of persons 
and groups them by category 

    0,2 

   Membership and level of 
preparation 

    0,1 

   Number of objects defined 
attack 

    0,2 

   The level of 
importance of identified 
objects of attack 

0 1 1 0 0,02 

   Coordinates set of objects of 
attack 

0 1 1 0 0,02 



   Impact on the object of interest 
to regional law enforcement 
forces 

    0,06 

   The distance of objects 
projected attack on the border 
(km) 

1 1 1 0 0,03 

   The presence of weapons by the 
opposing forces regional law 
enforcement 

    0,04 

   Fire opportunities enemy forces     0,03 
   Autonomy actions of the enemy     0,02 
   Contact and interaction of 
regional law enforcement forces 
with locals in the area the tasks 

    0,02 

   The number of locations 
where possible support of the 
enemy (units). 

0 0 1 1 0,02 

   Coordinates settlements 
where possible support of the 
enemy (units). 

0 0 1 1 0,02 

   Mobility maneuvers of the 
enemy (km / h) 

    0,02 

   Availability and description of 
enemy vehicles 

    0,02 

   Masking capabilities of enemy 
objects 

    0,04 

   The ways the 
nomination, maneuvering 
evacuation (coord) 

    0,05 

   Detection time leading force 
policing the enemy objects 

    0,02 

   Identify coordinates of the 
intelligence forces policing the 
enemy object 

    0,02 

Information indicators of objects that are in the area of responsibility of regional 

law enforcement forces are presented in table 7. 

Table 7 

Information indicators of objects that are in the area of responsibility of 

the regional forces of law and order (optional) 
The indicators and measurement units Property 

Category 
Rank the 

importance 
indicator 

 

 

Which 
protected 

Are taken 
under 

protection 

More  
 

   The presence in the area of 
responsibility 

1 1 1 0,05 



   Number    0,1 
   The level of importance of health 
facilities 

1 1 1 0,2 

   Term operation of the facility (h)    0,03 
   The coordinates of (geographical) 1 1 1 0,02 
   The presence of permanent own 
health facility 

   0,1 

   Distance from the actions of the 
state border (km) 

1 1 1 0,03 

   State of the object: a stationary (fixed); 
dynamic (moving) 

   0,02 

   Area facilities (km. Sq.)    0,03 
   Linear dimensions of the object (m)    0,02 
   The speed of movement of 
the object (km / h) 

   0,02 

   The number of locations within a 
facility, stationary to 20 km; for 
moving up to 5 km 

1 1 1 0,03 

   Coordinates settlements in 
the radius (geographical) 

1 1 1 0,03 

   The number of locations where 
the incredible support of the 
enemy 

1 1 1 0,04 

   The number of basic and additional 
access roads to the facility 

   0,1 

   The presence of bridges, 
tunnels, crossings on roads 
subject to nomination 

1 1 1 0,04 

   The terrain within a radius of 
facility: Stationary 20 km; for 
moving up to 5 km 

1 1 1 0,02 

   The presence of water barriers 
within a radius of facility: Stationary 
20 km; for moving up to 5 km 

1 1 1 0.02 

   Availability of airports 
(airfields) helipads within a 
radius of facility:  
Stationary 20 km;  
for moving up to 5 km 

   0,03 

   Masking properties of terrain    0,03 
Information indicators terrain in the area of responsibility of the regional law 

enforcement forces are presented in table 8. 

Table 8 

Information indicators terrain in the area of responsibility of the regional 

law enforcement forces (optional) 
The indicators and measurement 
units 

Category Rank the 
importance 
indicator 

 

 

On routes to 
nominate 

regional law 
enforcement 

forces 

In the parts 
of the job 

In the areas 
where 
health 

facilities 

 
 

   The impact of seasonal and climatic 1 1 1 0.1 



conditions 
terrain: flat, with hills, mountain    0,04 
permeability    0,03 
   The number of settlements    0,03 
   Characteristics settlements 1 1 1 0,03 
   National composition of 
population in certain localities 

   0,02 

   Coordinates settlements 1 1 1 0,02 
   The presence and 
characteristics of roads 

   0,5 

   Coordinates and characteristics of 
key seats reduce traffic on the roads 
(bridges, tunnels, narrowing) 

   0,5 

   The presence and characteristics of 
railways 

   0,05 

Coordinates and characteristics of key 
locations station (crossing the tracks) 

   0,5 

   Availability and coordinates of 
airports (aerodromes) and landing 
sites for helicopters 

1 1 1 0,1 

   Characteristics of airports 
(aerodromes) and landing sites for 
helicopters 

   0,05 

   The presence and characteristics 
of water hazards in a certain area 

1 1 1 0,03 

   Coordinates water hazards 
in a certain area 

   0,05 

   The presence and characteristics of 
fixed crossings over water obstacles 

   0,05 

   Coordinates water points    0,3 
   Masking properties of terrain    0,1 
   The likely areas of 
infection in the man-made 
accidents 

   0,05 

   Directions to overcome and bypass 
zones infection 

   0,05 

 

Each defined parameter for the respective category groups of objects 

intelligence has quantitative and qualitative characteristics that determine the rank of 

importance to the governing body of regional law enforcement forces. 

Each group of objects is intelligence information to eight indicators coincide and 

can integrate. Each group of objects is intelligence information to eight indicators 

coincide and can integrate. After entering information indicators groups of objects for 

exploration and defining their quantitative and qualitative characteristics and rank the 

importance of available comprehensive object properties and determine their final 

data for information which may plan the exploration or pre-exploration.  

The sequence of this procedure is shown in figure 7. 



Later identifie performance information should be use in software development 

process automation intelligence regional law enforcement forces. 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Thus, the methodological problems of cybernetic modeling and logical-

mathematical description of the process of statehood by the regional administration 

law enforcement is currently the actual problem, the individual components by trying 

to submit work. 

Directions for further research might use cyber design and logical-mathematical 

description of the process of statehood by the regional administration law 

enforcement in case the task of covering the state border of Ukraine, which at present 

is an urgent problem for Ukraine. 

6. Application of cybernetic modeling and logical-mathematical description 

of the process of statehood by the regional administration law enforcement in 

case the task of covering the state border of Ukraine 

Background due to the complexity of the military-political situation around 

The total number of objects 
intelligence 

Classification of groups of 
objects intelligence 

Object group A 

Object group B 

Object group С 

Information 
indicators of objects 

А 

Information 
indicators of objects 

B 

Information 
indicators of objects 

С 

Integrating performance 
information 

Tasks 
 

Task number 1 

Task number 2 

Task number n 

… 

Fig. 7. Process integration procedures of the information provided 
intelligence regional law enforcement forces 



Ukraine and its borders. The long period of counter-terrorist operation in eastern 

Ukraine [33], terrorism in some European countries [34], the differences of individual 

intergovernmentalist relations between the Russian Federation and Belarus [35], 

military exercises of NATO in Europe, the Baltic Sea and an adequate response to 

their Russian Federation [36], to be agreed statist approach to the management of 

regional law enforcement forces in case the task of covering the state border of 

Ukraine. 

According to the author's work, this problem should be solving in several stages 

using cybernetic modeling and logical-mathematical description of processes statist 

control. 

In the first stage, the law (the law adopted by the Verkhovna Rada of Ukraine) 

approved the border and the border area within certain limits it’s a zone of 

responsibility of the Chairman of Regional State Administration (later Governor 

General). Chairman of the regional administration as a representative of the highest 

state authorities in the region should organize cooperation between the law 

enforcement agencies that are involved in the task of covering the state border of 

Ukraine. The boundaries of the territory which are shown in figure 8. 

In the second stage, the boundaries of areas of responsibility components of the 

first line of a cover-area law enforcement forces and the rear area of the state border. 

Based on the experience of actions of state armed groups in the area counterterrorist 

operation of Ukraine in 2014-2016 years, the depth of each zone can be up to 25 km. 

and each component in the appropriate area allocated area not more than 25 km. on 

the front. 

Given the accepted values of areas of responsibility for regional components of 

the forces of law enforcement, it is important to address the leadership of the regional 

executive and task forces referred to their appropriate allocation of distribution of a 

defined number of individual partial areas. For this purpose, use one of the methods 

of mathematical programming such as linear programming. 

If we assume that in regional law enforcement forces is m certain components 

(components list given in section 1.1) and n – the number of partial areas in the 



general area of responsibility of these forces. It is known the number of units of 

forces constituent enforcement і type ( m,...,2,1i = ) on j partial area of the total area 

of responsibility of these forces ija ( n,...,2,1j = ), and shared resource component 

forces і type ib  to complete the task on all partial areas. We also expectancy 

opposition forces in the relevant j partial zone: jc  it’s the likelihood of infection in 

the task forces at j partial zone. 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

The challenge is that the authorities and law enforcement forces, using 

cybernetic modeling basics and logical-mathematical description of the process of 

statehood control specified by the best (best) way to distribute available resources 

forces partial zones, find the unknown value jx  it’s the number of components 

required forces law enforcement to address specific task list (a list of tasks given in 

section 1.1). 

. 
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. 

The first line cover 

The area of responsibility of law 
  

Rear area covering the state border 

Fig. 8. The limits of individual components of the border states 
of the region (optional) 
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Target setting optimization is to bring expectancy in solving common tasks of 

law enforcement forces in the zone of their responsibility, countering enemy to a 

minimum. 

To solve this problem it is advisable to make scientific table 9 (initial data for 

the study). 

To balance the needs of law enforcement forces and facilities available will 

make the equation (to simplify the material shown first line): 

1nn1212111 bxa...xaxa ≤+++                                                 (6) 

To find the unknown should go to the equation: 

1nn1212111 bxa...xaxa =+++                                                     (7) 

In equation (7) jx  – the number of components required forces law enforcement 

to address the specific list of tasks. 
Table 9 

Background to the study 
Type of resource components 

of law enforcement forces 

The types of tasks component forces of law 
enforcement in the area of responsibility 

Stock 
resources 

1Т  2Т  … nТ  

   Human hR  11a  12a  … n1a  1b  

   Tangible tR  21a  22a  … n2a  2b  

… … … … … … 

   Time TR  1ma  2ma  … mna  mb  

Evaluation performed tasks 1C  2C  … nC   

 

In the third stage the question of engineering equipment area assignment. 

According to the author, this process should lead the heads of regional state 

administrations, as the representative of the central executive authorities, with the 



assistance of the available resources of the region and law enforcement forces. The 

work should be organized in advance, involving: a) personnel of high military and 

civilian educational institutions; b) fundraising sponsors and communities in the 

region of the state. 

At the fourth stage the regional executive authorities together with the military 

administration decided the construction of suburban protected control centers and 

prepared areas for placement of moving control points. The initial data for the design 

of secure control points are: 

Classification of control points: 

1. The level of involvement in the management of: 

– tactical (tactical group consolidated detachment forces law enforcement); 

– task (grouping forces); 

– operational (operational-tactical union forces). 

2. The level of autonomy: 

– one day (7–10 hrs.); 

– a few days (12–15dib); 

– several Sundays (4–5 weeks). 

3. The number of operational personnel and military attendants (optional): 

– control point tactical level – 5 + 2 = 7 people; 

– control room operational level – 15 + 5 = 20 people. 

Life support system: 

– regeneration and clean air; 

– maintaining the working temperature of the control points; 

– internal staff of air; 

– an emergency escape point management of operational officers and military 

servants. 

The system of electronic equipment: 

– subsystem information display [static and dynamic]; 

– subsystem internal machine communication; 

– subsystem controls and communications; 



–subsystem communication node communication. 

Transport options basis for moving control points are shown in figure 9 and 10 

[39].  

 

                          

 

At the fifth stage the question to deploy a single core network communications 

based on served and not served points. Served items are deploy in the field 

deployment of command and control of forces constituent enforcement.  

                           

 

 

Fig. 9. Private vehicles for moving control points (optional) 

 

Fig. 10. Vehicles for Fleet Management module type points (optional) 

 



These vehicles may be some armored cars of domestic production (figure 9) and 

armored trailers domestically produced components as the modular construction of 

the moving forces of command and control order (figure 10). 

On the need for centralized direction and design of control points given in the 

work [37]. 

Construction of linear structures of communication in a certain area of the 

region state can implement the method, which is given in the work [39, p 123-129]. 

The elements of the methodology are: 

– the choice of route cable lines; 

– preparation of a cable to the main assembly; 

– preparation of pits for future cable routes; 

– laying of underground cables (cabling through highways and railways, as well 

as through water obstacles, and in towns in the cable sewage). 

According to the author, it is advisable for communication deploy digital 

transmission systems [40, p 149-161].  

The allocation of resources to deploy a single core network connection 

management bodies regional law enforcement forces should use the model (8) costs 

of material resources: 

( ) ( ) ,tVV0QtQ
b

i
a

iii ⋅





 +−=                                          (8) 

where ( )tQi  – its і- stocks; ( )0iQ  – its stocks і at the beginning of construction of 

backbone network connection; 
a

iV – its determined rate of consumption і of material 

resources; 
b

iV  – its random rate of consumption and the first tangible product; t – its 

time of building a supporting network. 

The successful solution of problems fourth and fifth stages will justify the areas 

of automation control systems by the regional law enforcement on the principles 

presented in the work [38]. This principle clearly: 

– forming organs on the basis of information structured method; 



– state centralized approach to design and construction of regional control 

centers control systems; 

– building communication systems using national communications; 

– development and implementation of domestic automation facilities 

management and communications. 

In the sixth stage should solve the issue of conducting joint exercises of state 

power and military control by the Chairman of Regional State Administration. This 

question needs separate study. 

Consequently, the use of cybernetic modeling and logical-mathematical 

description of the process of statehood by the regional administration law 

enforcement in case the task of covering the state border of Ukraine and body forces 

will gradually solve complex state-task to ensure the security of the state in a 

particular region. 

Conclusion 

Filed under materials can contribute not only to improve knowledge and skills of 

government officials by the regional law enforcement, but also raise their credibility. 

As you know, in modern terms, the credibility of these controls depends on the 

ratio of the case, their competence, personal initiative and creative approach to 

business, respect for employees, focus on the issues of comprehensive support these 

forces in the preparation and execution of tasks, so knowledge of methodological 

cybernetic simulation problems and logical-mathematical description of processes 

statist management of regional law enforcement forces can be useful to them. 

Directions for further research can be: 

– development of the concept of cooperative management of complex 

organizational systems, which include regional law enforcement forces, proven 

methods in business; 

– expansion of the conceptual apparatus on comprehensive support of regional 

forces and law enforcement in the preparation and execution of tasks. 
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